F
)

Suruhanjaya Selul it
Securities Commissio
Malaysia

GUIDELINES ON FINANCIAL
MARKET INFRASTRUCTURES

SC-GL/1-2017 (R2-2024)

Issued: 23 March 2017
Revised: 19 August 2024




GUIDELINES ON FINANCIAL MARKET INFRASTRUCTURES

Effective on 1 Issuance

23 March 2017

List of Revision

Revision Revision Date Effective Date of Series Number
Revision
1%t Revision 14 May 2019 14 May 2019 SC-GL/1-2017 (R1-2019)
2" Revision 19 August 2024 19 August 2024 SC-GL/1-2017 (R2-2024)




CONTENTS

Chapter 1
INTRODUCTION

Chapter 2
DEFINITIONS

Chapter 3
REGULATORY APPROACH FOR THE APPROVAL OF FINANCIAL MARKET
INFRASTRUCTURES

Chapter 4
PRINCIPLES FOR FINANCIAL MARKET INFRASTRUCTURES

Chapter 5
REPORTING AND DISCLOSURE REQUIREMENTS
APPENDIX

APPENDIX 1
FINANCIAL MARKET INFRASTRUCTURES DISCLOSURE TEMPLATE

PAGE

31

32



Chapter 1

INTRODUCTION

1.01

1.02

1.03

1.04

1.05

These Guidelines are issued by SC pursuant to section 377 of the Capital Markets and
Services Act 2007 (CMSA).

Financial Market Infrastructures (FMIs) play a key role in enabling the efficient
functioning of the capital market systems, which is a key component of the Malaysian
financial system.

Specifically, the securities settlement system (SSS) and central securities depository
(CSD) facilitate the sale and purchase of a wide range of securities and ensure that the
records of ownership of securities are properly maintained via electronic book entry.
The central counterparty (CCP) provides guarantee to market participants that
transactions in securities and derivatives markets will be honoured in the event of
counterparty default, while a trade repository (TR) provides an important utility for
capturing transaction data that promotes greater market transparency.

As these FMIs form an integral part of the Malaysian financial system, any failure or
operational disruptions in these infrastructures is likely to have a significant impact to
the functioning of the capital market and potentially the broader financial system given
the inter-connectedness between market infrastructures, market participants and the
banking system. Given the significance of the roles of FMIs, it is critical that these
infrastructures operate in a safe and orderly manner in line with global regulatory
standards.

Purpose

The issuance of these Guidelines on Financial Market Infrastructures (Guidelines) is
to—

(@) ensure that existing FMIs relevant to the capital market operate in a safe and
efficient manner, and comply with the CPMI-IOSCO Principles for Financial
Market Infrastructures, and

(b) to provide clarity on SC’'s approach to the approval and recognition of CCP
pursuant to section 38 of the CMSA in view of the implementation of regulatory
reform measures at the international level.



1.06

1.07

1.08

1.09

Application

Chapter 3 of these Guidelines sets out the general requirements and considerations
that SC may take into account in its assessment of a FMI seeking approval to operate
in Malaysia. The SC may review and amend these requirements or include additional
requirements, if it deems necessary.

Chapter 4 of these Guidelines sets out the Principles for Financial Market
Infrastructures (PFMI) requirements to be complied by all FMIs approved under the
following provisions to ensure efficient and orderly functioning of clearing, settlement,
depository and repository systems:

(@) section 38 of the CMSA;

(b) section 107B of the CMSA;

(© section 4 of the Securities Industry (Central Depositories) Act 1991; and

(d) any other entity performing functions of an FMI approved under paragraphs (a),
(b) or (c), as may be specified by the SC.

Key considerations set out in Chapter 4 of these Guidelines shall apply as guidance for
approved FMIs to demonstrate compliance to the PFMI.

Chapter 5 of these Guidelines sets out the regulatory reporting and disclosure
requirements which shall be complied by the approved FMI referred to under Paragraph
1.07 of these Guidelines.

1.10 Notwithstanding the requirements in Chapter 4 and 5 of these Guidelines, SC may at its

discretion, impose higher or more specific supervisory expectations on an approved FMI
as a safeguard against systemic risks, if it deems necessary.



Chapter 2

DEFINITIONS

Unless otherwise defined, all words used in these Guidelines shall have the same meaning as
defined in the CMSA:

CCp means central counterparty and has the same meaning given to clearing
house under section 2(1) of the CMSA;

CSD means central securities depository and has the same meaning given to
central depository under section 2(1) of the CMSA;

CMSA means the Capital Markets and Services Act 2007 (Act 671);

CPMI means Committee on Payments and Market Infrastructures;

CPSS means Committee on Payment and Settlement Systems;

DNS means deferred net settlement;

FMI means financial market infrastructure!;

I0SCO means International Organization of Securities Commissions;

PFMI means the Principles for Financial Market Infrastructures issued by CPMI?

and IOSCO in April 2012;

RTGS means real-time gross settlement;
SC means Securities Commission Malaysia;
SICDA means the Securities Industry (Central Depositories) Act 1991 (Act 453);

1 For purposes of these Guidelines, FMI refers to financial market infrastructure regulated by SC in Paragraph
1.07 of these Guidelines, unless otherwise stipulated.
2 Formerly known as the CPSS. The renaming was effective as of 1 September 2014.
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SSS

TR

means securities settlement system; and

means a trade repository which is an entity that maintains a centralised
electronic record or database of transaction data and has the same
meaning assigned to it under the CMSA. Pursuant to paragraph 1.07(d)
of these Guidelines, the bond trade repository operated by Bursa
Malaysia Bonds Sdn Bhd shall be deemed to be performing the functions
of a trade repository.



Chapter 3

REGULATORY APPROACH FOR THE APPROVAL OF FMI

3.01 The SC may grant approvals for FMIs to operate in Malaysia upon assessment of the
implications to the development of the overall Malaysian financial markets and
economy. For this purpose, SC will consider among others, the following:

(@) The area of specialisation and level of expertise that can be offered by the
applicant to the Malaysian capital market, including its effect on the productivity,
transfer of skills, efficiency and quality of capital market services;

(b) The risk posed to the systemic stability of the Malaysian capital market,
including activities and conduct that will likely impact the orderly functioning of
the Malaysian capital market;

() Contribution towards attracting investments, enhancing market linkages and
promoting vibrancy in the Malaysian capital market;

(d) Ability in developing strategic or nascent sectors in the Malaysian capital market;
or

(e) The degree and significance of participation of Malaysians in the capital market?
offered by the FMI.

Central Counterparty

3.02 In assessing the application to establish or operate a CCP under section 38 of the
CMSA, SC shall have regard to the following:

(@)  The applicant CCP is locally incorporated in Malaysia;

(b)  The applicant CCP must have a track record in the clearing business for at least
five years at the time of its application to SC;

3 Key considerations in this context will assess whether the control of a significant share of capital market activities
including intermediation activities remains in Malaysia, and that Malaysians continue to have an economically
meaningful participation in the capital market sector.
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3.03

©

(d)

(e)

Q]

9)

The applicant CCP has sufficient financial resources for the performance of its
functions as a CCP, including having adequate level of equity capital that is
proportionate to the risk arising from the activities of a CCP;

The applicant CCP has sufficient human resources, including having a board of
directors and senior management with sound track record, experience and
expertise in managing risk and operations of a CCP;

The applicant CCP must have in place a risk management framework to
effectively identify, monitor and manage risks associated with its business and
operations including having in place a business continuity plan and processes;

The applicant CCP has adequate information technology, systems and
infrastructure to enable efficient and effective conduct of its clearing activities
and its related services, including having in place reliable, secured and scalable
systems, controls and processes; and

Other requirements, as may be required by SC, to ensure a safe and efficient
operation of a CCP.

Where the applicant is a foreign entity, SC shall also have regard to the following:

(a)

(b)

(©)

(d)

The legal and supervisory arrangements of the home jurisdiction in which the
foreign applicant CCP was approved is comparable to the legal and supervisory
arrangements relating to an approved CCP in Malaysia, including having
regulations on anti-money laundering and combating financial terrorism;

The foreign applicant CCP’s effective compliance to the regulation of its home
jurisdiction at all times, including the foreign applicant’s compliance to the PFMI;

The conclusion of a co-operative regulatory arrangement through a
memorandum of understanding between SC and the foreign applicant CCP’s
home jurisdiction supervisory authority; and

The availability of a legal framework in the foreign applicant CCP’s home
jurisdiction which provides for the recognition of foreign CCPs.



Chapter 4

CPMI-IOSCO PRINCIPLES FOR FINANCIAL MARKET INFRASTRUCTURES

General Organisation

Principle 1: Legal basis

4.01 An FMI should have a well-founded, clear, transparent, and enforceable legal basis for
each material aspect of its activities in all relevant jurisdictions.

4.02 For purposes of paragraph 4.01, SC shall have regard to the following key

considerations:

(a) The legal basis should provide a high degree of certainty for each material
aspect of an FMI's activities in all relevant jurisdictions;

(b) An FMI should have rules, procedures, and contracts that are clear,
understandable, and consistent with relevant laws and regulations;

(© An FMI should be able to articulate the legal basis for its activities to relevant
authorities, participants, and, where relevant, participants’ customers, in a clear
and understandable way;

(d) An FMI should have rules, procedures, and contracts that are enforceable in all
relevant jurisdictions. There should be a high degree of certainty that actions
taken by the FMI under such rules and procedures will not be voided, reversed,
or subject to stays; and

(e) An FMI conducting business in multiple jurisdictions should identify and mitigate

the risks arising from any potential conflict of laws across jurisdictions.

Principle 2: Governance

4.03 An FMI should have governance arrangements that are clear and transparent, promote
the safety and efficiency of the FMI, and support the stability of the broader financial
system, other relevant public interest considerations, and the objectives of relevant
stakeholders.



4.04

For purposes of paragraph 4.03, SC shall have regard to the following key
considerations:

(a)

(b)

(©

(d)

(e)

Q)

9)

An FMI should have objectives that place a high priority on the safety and
efficiency of the FMI and explicitly support financial stability and other relevant
public interest considerations;

An FMI should have documented governance arrangements that provide clear
and direct lines of responsibility and accountability. These arrangements should
be disclosed to owners, relevant authorities, participants, and, at a more general
level, the public;

The roles and responsibilities of an FMI's board of directors (or equivalent)
should be clearly specified, and there should be documented procedures for its
functioning, including procedures to identify, address and manage member
conflicts of interest. The board should review both its overall performance and
the performance of its individual board members regularly;

The board should contain suitable members with the appropriate skills and
incentives to fulfil its multiple roles. This typically requires the inclusion of non-
executive board member(s);

The roles and responsibilities of management should be clearly specified. An
FMI's management should have the appropriate experience, a mix of skills, and
the integrity necessary to discharge their responsibilities for the operation and
risk management of the FMI;

The board should establish a clear, documented risk-management framework
that includes the FMI's risk-tolerance policy, assigns responsibilities and
accountability for risk decisions, and addresses decision-making in crises and
emergencies. Governance arrangements should ensure that the risk-
management and internal control functions have sufficient authority,
independence, resources, and access to the board; and

The board should ensure that the FMI's design, rules, overall strategy, and
major decisions reflect appropriately the legitimate interests of its direct and
indirect participants and other relevant stakeholders. Major decisions should be
clearly disclosed to relevant stakeholders, and, where there is a broad market
impact, the public.



Principle 3: Framework for the comprehensive management of risks

4.05 An FMI should have a sound risk-management framework for comprehensively
managing legal, credit, liquidity, operational and other risks.

4.06 For purposes of paragraph 4.05, SC shall have regard to the following key
considerations:

(@) An FMI should have risk-management policies, procedures, and systems that
enable it to identify, measure, monitor and manage the range of risks that arise
in or are borne by the FMI. Risk-management frameworks should be subject to
periodic review;

(b) An FMI should provide incentives to participants, and, where relevant, their
customers to manage and contain the risks they pose to the FMI;

(©) An FMI should regularly review the material risks it bears from and poses to
other entities (such as other FMIs, settlement banks, liquidity providers, and
service providers) as a result of interdependencies and develop appropriate risk-
management tools to address these risks; and

(d) An FMI should identify scenarios that may potentially prevent it from being able
to provide its critical operations and services as a going concern and assess the
effectiveness of a full range of options for recovery or orderly wind down. An
FMI should prepare appropriate plans for its recovery or orderly wind down
based on the results of that assessment. Where applicable, an FMI should also
provide relevant authorities with the information needed for purposes of
resolution planning.

Credit and liquidity risk management

Principle 4: Credit risk

4.07 An FMI should effectively measure, monitor and manage its credit exposures to
participants and those arising from its payment, clearing and settlement processes. An
FMI should maintain sufficient financial resources to cover its credit exposure to each
participant fully with a high degree of confidence. In addition, a CCP that is involved in
activities with a more complex risk profile or that is systematically important in multiple

9



4.08

jurisdictions should maintain additional financial resources sufficient to cover a wide
range of potential stress scenarios that should include, but not be limited to, the default
of the two participants and their affiliates that would potentially cause the largest
aggregate credit exposure to the CCP in extreme but plausible market conditions. All
other CCPs should maintain additional financial resources sufficient to cover a wide
range of potential stress scenarios that should include, but not be limited to, the default
of the participant and its affiliates that would potentially cause the largest aggregate
credit exposure to the CCP in extreme but plausible market conditions.

For purposes of paragraph 4.07, SC shall have regard to the following key
considerations:

(a)

(b)

(©

(d)

An FMI should establish a robust framework to manage its credit exposures to
its participants and the credit risks arising from its payment, clearing, and
settlement processes. Credit exposure may arise from current exposures,
potential future exposures, or both;

An FMI should identify sources of credit risk, routinely measure and monitor
credit exposures, and use appropriate risk-management tools to control these
risks;

A payment system or SSS should cover its current and, where they exist,
potential future exposures to each participant fully with a high degree of
confidence using collateral and other equivalent financial resources (see
Principle 5 on collateral). In the case of a DNS payment system or DNS SSS in
which there is no settlement guarantee but where its participants face credit
exposures arising from its payment, clearing, and settlement processes, the FMI
should maintain, at a minimum, sufficient resources to cover the exposures of
the two participants and their affiliates that would create the largest aggregate
credit exposure in the system;

A CCP should cover its current and potential future exposures to each participant
fully with a high degree of confidence using margin and other prefunded
financial resources (see Principle 5 of the PFMI on collateral and Principle 6 of
the PFMI on margin). In addition, a CCP that is involved in activities with a more
complex risk profile or that is systemically important in multiple jurisdictions
should maintain additional financial resources to cover a wide range of potential
stress scenarios that should include, but not be limited to, the default of the

10



(e)

()

9)

two participants and their affiliates that would potentially cause the largest
aggregate credit exposure for the CCP in extreme but plausible market
conditions. All other CCPs should maintain additional financial resources
sufficient to cover a wide range of potential stress scenarios that should include,
but not be limited to, the default of the participant and its affiliates that would
potentially cause the largest aggregate credit exposure for the CCP in extreme
but plausible market conditions. In all cases, a CCP should document its
supporting rationale for, and should have appropriate governance arrangements
relating to, the amount of total financial resources it maintains;

A CCP should determine the amount and regularly test the sufficiency of its total
financial resources available in the event of a default or multiple defaults in
extreme but plausible market conditions through rigorous stress testing. A CCP
should have clear procedures to report the results of its stress tests to
appropriate decision makers at the CCP and to use these results to evaluate the
adequacy of and adjust its total financial resources. Stress tests should be
performed daily using standard and predetermined parameters and
assumptions. On at least a monthly basis, a CCP should perform a
comprehensive and thorough analysis of stress testing scenarios, models, and
underlying parameters and assumptions used to ensure they are appropriate
for determining the CCP’s required level of default protection in light of current
and evolving market conditions. A CCP should perform this analysis of stress
testing more frequently when the products cleared or markets served display
high volatility, become less liquid, or when the size or concentration of positions
held by a CCP’s participant increases significantly. A full validation of a CCP’s
risk-management model should be performed at least annually;

In conducting stress testing, a CCP should consider the effect of a wide range
of relevant stress scenarios in terms of both defaulters’ positions and possible
price changes in liquidation periods. Scenarios should include relevant peak
historic price volatilities, shifts in other market factors such as price
determinants and yield curves, multiple defaults over various time horizons,
simultaneous pressures in funding and asset markets, and a spectrum of
forward-looking stress scenarios in a variety of extreme but plausible market
conditions; and

An FMI should establish explicit rules and procedures that address fully any
credit losses it may face as a result of any individual or combined default among
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its participants with respect to any of their obligations to the FMI. These rules
and procedures should address how potentially uncovered credit losses would
be allocated, including the repayment of any funds an FMI may borrow from
liquidity providers. These rules and procedures should also indicate the FMI's
process to replenish any financial resources that the FMI may employ during a
stress event, so that the FMI can continue to operate in a safe and sound
manner.

Principle 5: Collateral

4.09 An FMI that requires collateral to manage its or its participants’ credit exposure should
accept collateral with low credit, liquidity, and market risks. An FMI should also set and
enforce appropriately conservative haircuts and concentration limits.

4.10

For purposes of paragraph 4.09, SC shall have regard to the following key

considerations:

(@) An FMI should generally limit the assets it (routinely) accepts as collateral to
those with low credit, liquidity, and market risks;

(b) An FMI should establish prudent valuation practices and develop haircuts that
are regularly tested and take into account stressed market conditions;

(© In order to reduce the need for procyclical adjustments, an FMI should establish
stable and conservative haircuts that are calibrated to include periods of
stressed market conditions, to the extent practicable and prudent;

(d) An FMI should avoid concentrated holdings of certain assets where this would
significantly impair the ability to liquidate such assets quickly without significant
adverse price effects;

(e) An FMI that accepts cross-border collateral should mitigate the risks associated
with its use and ensure that the collateral can be used in a timely manner; and

(f An FMI should use a collateral management system that is well-designed and

operationally flexible.
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Principle 6: Margin

4.11

4.12

A CCP should cover its credit exposures to its participants for all products through an
effective margin system that is risk-based and regularly reviewed.

For purposes of paragraph 4.11, SC shall have regard to the following key
considerations:

(a)

(b)

(©

A CCP should have a margin system that establishes margin levels that are
commensurate with the risks and particular attributes of each product, portfolio,
and market it serves;

A CCP should have a reliable source of timely price data for its margin system.
A CCP should also have procedures and sound valuation models for addressing
circumstances in which pricing data are not readily available or reliable;

A CCP should adopt initial margin models and parameters that are risk-based
and generate margin requirements sufficient to cover its potential future
exposure to participants in the interval between the last margin collection and
the close out of positions following a participant default. Initial margin should
meet an established single-tailed confidence level of at least 99% with respect
to the estimated distribution of future exposure. For a CCP that calculates
margin at the portfolio level, this requirement applies to each portfolio’s
distribution of future exposure. For a CCP that calculates margin at more
granular levels, such as at the sub-portfolio level or by product, the requirement
must be met for the corresponding distributions of future exposure. The model
should—

(i) use a conservative estimate of the time horizons for the effective
hedging or close out of the particular types of products cleared by the
CCP (including in stressed market conditions);

(i) have an appropriate method for measuring credit exposure that
accounts for relevant product risk factors and portfolio effects across
products; and

(iii)  to the extent practicable and prudent, limit the need for destabilising,
pro-cyclical changes;

13



(d)

(e)

()

(9

A CCP should mark participant positions to market and collect variation margin
at least daily to limit the build-up of current exposures. A CCP should have the
authority and operational capacity to make intraday margin calls and payments,
both scheduled and unscheduled, to participants;

In calculating margin requirements, a CCP may allow offsets or reductions in
required margin across products that it clears or between products that it and
another CCP clear, if the risk of one product is significantly and reliably
correlated with the risk of the other product. Where two or more CCPs are
authorised to offer cross-margining, they must have appropriate safeguards and
harmonised overall risk-management systems;

A CCP should analyse and monitor its model performance and overall margin
coverage by conducting rigorous daily back testing and at least monthly, and
more-frequent where appropriate, sensitivity analysis. A CCP should regularly
conduct an assessment of the theoretical and empirical properties of its margin
model for all products it clears. In conducting sensitivity analysis of the model’s
coverage, a CCP should take into account a wide range of parameters and
assumptions that reflect possible market conditions, including the most volatile
periods that have been experienced by the markets it serves and extreme
changes in the correlations between prices; and

A CCP should regularly review and validate its margin system.

Principle 7: Liguidity risk

4.13

4.14

An FMI should effectively measure, monitor, and manage its liquidity risk. An FMI
should maintain sufficient liquid resources in all relevant currencies to effect same day
and, where appropriate, intraday and multiday settlement of payment obligations with
a high degree of confidence under a wide range of potential stress scenarios that should
include, but not be limited to, the default of the participant and its affiliates that would
generate the largest aggregate liquidity obligation for the FMI in extreme but plausible
market conditions.

For purposes of paragraph 4.13, SC shall have regard to the following key
considerations:

14



@

(b)

(©

(d)

(e)

An FMI should have a robust framework to manage its liquidity risks from its
participants, settlement banks, nostro agents, custodian banks, liquidity
providers, and other entities;

An FMI should have effective operational and analytical tools to identify,
measure and monitor its settlement and funding flows on an ongoing and timely
basis, including its use of intraday liquidity;

A payment system or SSS, including one employing a DNS mechanism, should
maintain sufficient liquid resources in all relevant currencies to effect same day
settlement, and where appropriate intraday or multiday settlement, of payment
obligations with a high degree of confidence under a wide range of potential
stress scenarios that should include, but not be limited to, the default of the
participant and its affiliates that would generate the largest aggregate payment
obligation in extreme but plausible market conditions;

A CCP should maintain sufficient liquid resources in all relevant currencies to
settle securities-related payments, make required variation margin payments,
and meet other payment obligations on time with a high degree of confidence
under a wide range of potential stress scenarios that should include, but not be
limited to, the default of the participant and its affiliates that would generate
the largest aggregate payment obligation to the CCP in extreme but plausible
market conditions. In addition, a CCP that is involved in activities with a more
complex risk profile or that is systemically important in multiple jurisdictions
should consider maintaining additional liquidity resources sufficient to cover a
wider range of potential stress scenarios that should include, but not be limited
to, the default of the two participants and their affiliates that would generate
the largest aggregate payment obligation to the CCP in extreme but plausible
market conditions;

For the purpose of meeting its minimum liquid resource requirement, an FMI's
qualifying liquid resources in each currency include cash at the central bank of
issue and at creditworthy commercial banks, committed lines of credit,
committed foreign exchange swaps, and committed repos, as well as highly
marketable collateral held in custody and investments that are readily available
and convertible into cash with prearranged and highly reliable funding
arrangements, even in extreme but plausible market conditions. If an FMI has
access to routine credit at the central bank of issue, the FMI may count such
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Q)

9)

(h)

0

access as part of the minimum requirement to the extent it has collateral that
is eligible for pledging to (or for conducting other appropriate forms of
transactions with) the relevant central bank. All such resources should be
available when needed;

An FMI may supplement its qualifying liquid resources with other forms of liquid
resources. If the FMI does so, then these liquid resources should be in the form
of assets that are likely to be saleable or acceptable as collateral for lines of
credit, swaps, or repos on an ad hoc basis following a default, even if this cannot
be reliably prearranged or guaranteed in extreme market conditions. Even if an
FMI does not have access to routine central bank credit, it should still take
account of what collateral is typically accepted by the relevant central bank, as
such assets may be more likely to be liquid in stressed circumstances. An FMI
should not assume the availability of emergency central bank credit as a part of
its liquidity plan;

An FMI should obtain a high degree of confidence, through rigorous due
diligence, that each provider of its minimum required qualifying liquid resources,
whether a participant of the FMI or an external party, has sufficient information
to understand and manage its associated liquidity risks, and that it has the
capacity to perform as required under its commitment. Where relevant to
assessing a liquidity provider's performance reliability with respect to a
particular currency, a liquidity provider's potential access to credit from the
central bank of issue may be taken into account. An FMI should regularly test
its procedures for accessing its liquid resources at a liquidity provider;

An FMI with access to central bank accounts, payment services, or securities
services should use these services, where practical, to enhance its management
of liquidity risk;

An FMI should determine the amount and regularly test the sufficiency of its
liquid resources through rigorous stress testing. An FMI should have clear
procedures to report the results of its stress tests to appropriate decision makers
at the FMI and to use these results to evaluate the adequacy of and adjust its
liquidity risk-management framework. In conducting stress testing, an FMI
should consider a wide range of relevant scenarios. Scenarios should include
relevant peak historic price volatilities, shifts in other market factors such as
price determinants and yield curves, multiple defaults over various time

16



Settlement

4)

horizons, simultaneous pressures in funding and asset markets, and a spectrum
of forward-looking stress scenarios in a variety of extreme but plausible market
conditions. Scenarios should also take into account the design and operation of
the FMI, include all entities that might pose material liquidity risks to the FMI
(such as settlement banks, nostro agents, custodian banks, liquidity providers,
and linked FMIs), and where appropriate, cover a multiday period. In all cases,
an FMI should document its supporting rationale for, and should have
appropriate governance arrangements relating to, the amount and form of total
liquid resources it maintains; and

An FMI should establish explicit rules and procedures that enable the FMI to
effect same-day and, where appropriate, intraday and multiday settlement of
payment obligations on time following any individual or combined default
among its participants. These rules and procedures should address unforeseen
and potentially uncovered liquidity shortfalls and should aim to avoid unwinding,
revoking, or delaying the same-day settlement of payment obligations. These
rules and procedures should also indicate the FMI’'s process to replenish any
liquidity resources it may employ during a stress event, so that it can continue
to operate in a safe and sound manner.

Principle 8: Settlement finality

4.15 An FMI should provide clear and certain final settlement, at a minimum by the end of
the value date. Where necessary or preferable, an FMI should provide final settlement
intraday or in real time.

4.16

For purposes of paragraph 4.15, SC shall have regard to the following key
considerations:

(a)

(b)

An FMI’s rules and procedures should clearly define the point at which
settlement is final;

An FMI should complete final settlement no later than the end of the value date,
and preferably intraday or in real time, to reduce settlement risk. An SSS should
consider adopting real-time gross settlement (RTGS) or multiple-batch
processing during the settlement day; and

17



(©)

An FMI should clearly define the point after which unsettled payments, transfer
instructions, or other obligations may not be revoked by a participant.

Principle 9: Money settlements

4.17 An FMI should conduct its money settlements in central bank money where practical
and available. If central bank money is not used, an FMI should minimise and strictly
control the credit and liquidity risk arising from the use of commercial bank money.

4.18

For purposes of paragraph 4.17, SC shall have regard to the following key
considerations:

(a)

(b)

()

(d)

(e)

An FMI should conduct its money settlements in central bank money, where
practical and available, to avoid credit and liquidity risks;

If central bank money is not used, an FMI should conduct its money
settlements using a settlement asset with little or no credit or liquidity risk;

If an FMI settles in commercial bank money, it should monitor, manage, and
limit its credit and liquidity risks arising from the commercial settlement banks.
In particular, an FMI should establish and monitor adherence to strict criteria
for its settlement banks that take account of, among other things, their
regulation and supervision, creditworthiness, capitalisation, access to liquidity,
and operational reliability. An FMI should also monitor and manage the
concentration of credit and liquidity exposures to its commercial settlement
banks;

If an FMI conducts money settlements on its own books, it should minimise
and strictly control its credit and liquidity risks; and

An FMI's legal agreements with any settlement banks should state clearly when
transfers on the books of individual settlement banks are expected to occur,
that transfers are to be final when effected, and that funds received should be
transferable as soon as possible, at a minimum by the end of the day and ideally
intraday, to enable the FMI and its participants to manage credit and liquidity
risks.

18



Principle 10: Physical deliveries

4.19 An FMI should clearly state its obligations with respect to the delivery of physical
instruments or commodities and should identify, monitor and manage the risks
associated with such physical deliveries.

4.20

For purposes of paragraph 4.19, SC shall have regard to the following key
considerations:

(a)

(b)

An FMI’s rules should clearly state its obligations with respect to the delivery of
physical instruments or commaodities; and

An FMI should identify, monitor and manage the risks and costs associated with
the storage and delivery of physical instruments or commodities.

Central securities depositories and exchange-of-value settlement systems

Principle 11: Central securities depositories

4.21

4.22

A CSD should have appropriate rules and procedures to help ensure the integrity of
securities issues, and minimise and manage the risks associated with the safekeeping
and transfer of securities. A CSD should maintain securities in an immobilised or
dematerialised form for their transfer by book entry.

For purposes of paragraph 4.21, SC shall have regard to the following key
considerations:

(a)

(b)

(©

A CSD should have appropriate rules, procedures, and controls, including robust
accounting practices, to safeguard the rights of securities issuers and holders,
prevent the unauthorised creation or deletion of securities, and conduct periodic
and at least daily reconciliation of securities issues it maintains;

A CSD should prohibit overdrafts and debit balances in securities accounts;

A CSD should maintain securities in an immobilised or dematerialised form for
their transfer by book entry. Where appropriate, a CSD should provide
incentives to immobilise or dematerialise securities;
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(d) A CSD should protect assets against custody risk through appropriate rules and
procedures consistent with its legal framework;

(e) A CSD should employ a robust system that ensures segregation between the
CSD'’s own assets and the securities of its participants and segregation among
the securities of participants. Where supported by the legal framework, the CSD
should also support operationally the segregation of securities belonging to a
participant’s customers on the participant’s books and facilitate the transfer of
customer holdings; and

(f A CSD should identify, measure, monitor, and manage its risks from other
activities that it may perform; additional tools may be necessary to address
these risks.

Principle 12: Exchange-of-value settlement systems

4.23

4.24

If an FMI settles transactions that involve the settlement of two linked obligations (for
example, securities or foreign exchange transactions), it should eliminate principal risk
by conditioning the final settlement of one obligation upon the final settlement of the
other.

For purposes of paragraph 4.23, SC shall have regard to the fact that an FMI that is an
exchange-of-value settlement system should eliminate principal risk by ensuring that
the final settlement of one obligation occurs if and only if the final settlement of the
linked obligation also occurs, regardless of whether the FMI settles on a gross or net
basis and when finality occurs.

Default management

Principle 13: Participant-default rules and procedures

4.25

4.26

An FMI should have effective and clearly defined rules and procedures to manage a
participant default. These rules and procedures should be designed to ensure that the
FMI can take timely action to contain losses and liquidity pressures, and continue to
meet its obligations.

For purposes of paragraph 4.25, SC shall have regard to the following key
considerations:
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(b)

(©)

(d)

An FMI should have default rules and procedures that enable the FMI to
continue to meet its obligations in the event of a participant default and that
address the replenishment of resources following a default;

An FMI should be well prepared to implement its default rules and procedures,
including any appropriate discretionary procedures provided for in its rules;

An FMI should publicly disclose key aspects of its default rules and procedures;
and

An FMI should involve its participants and other stakeholders in the testing and
review of the FMI's default procedures, including any close-out procedures.
Such testing and review should be conducted at least annually or following
material changes to the rules and procedures to ensure that they are practical
and effective.

Principle 14: Segregation and portability

4.27 A CCP should have rules and procedures that enable the segregation and portability of
positions of a participant’s customers and the collateral provided to the CCP with
respect to those positions.

4.28

For purposes of paragraph 4.27, SC shall have regard to the following key
considerations:

(a)

(b)

A CCP should, at a minimum, have segregation and portability arrangements
that effectively protect a participant’s customers’ positions and related collateral
from the default or insolvency of that participant. If the CCP additionally offers
protection of such customer positions and collateral against the concurrent
default of the participant and a fellow customer, the CCP should take steps to
ensure that such protection is effective;

A CCP should employ an account structure that enables it to readily identify
positions of a participant’s customers and to segregate related collateral. A CCP
should maintain customer positions and collateral in individual customer
accounts or in omnibus customer accounts;
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(©)

(d)

A CCP should structure its portability arrangements in a way that makes it highly
likely that the positions and collateral of a defaulting participant’s customers will
be transferred to one or more other participants; and

A CCP should disclose its rules, policies, and procedures relating to the
segregation and portability of a participant’s customers’ positions and related
collateral. In particular, the CCP should disclose whether customer collateral is
protected on an individual or omnibus basis. In addition, a CCP should disclose
any constraints, such as legal or operational constraints, that may impair its
ability to segregate or port a participant’s customers’ positions and related
collateral.

General business and operational risk management

Principle 15: General business risk

4.29 An FMI should identify, monitor and manage its general business risk and hold sufficient
liquid net assets funded by equity to cover potential general business losses so that it
can continue operations and services as a going concern if those losses materialise.
Further, liquid net assets should at all times be sufficient to ensure a recovery or orderly
wind down of critical operations and services.

4.30 For purposes of paragraph 4.29, SC shall have regard to the following key
considerations:

@)

(b)

An FMI should have robust management and control systems to identify,
monitor and manage general business risks, including losses from poor
execution of business strategy, negative cash flows, or unexpected and
excessively large operating expenses;

An FMI should hold liquid net assets funded by equity (such as common stock,
disclosed reserves, or other retained earnings) so that it can continue operations
and services as a going concern if it incurs general business losses. The amount
of liquid net assets funded by equity an FMI should hold should be determined
by its general business risk profile and the length of time required to achieve a
recovery or orderly wind down, as appropriate, of its critical operations and
services if such action is taken;
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(d)

(e)

An FMI should maintain a viable recovery or orderly wind-down plan and should
hold sufficient liquid net assets funded by equity to implement this plan. At a
minimum, an FMI should hold liquid net assets funded by equity equal to at
least six months of current operating expenses. These assets are in addition to
resources held to cover participant defaults or other risks covered under the
financial resources principles. However, equity held under international risk-
based capital standards can be included where relevant and appropriate to
avoid duplicate capital requirements;

Assets held to cover general business risk should be of high quality and
sufficiently liquid in order to allow the FMI to meet its current and projected
operating expenses under a range of scenarios, including in adverse market
conditions; and

An FMI should maintain a viable plan for raising additional equity should its
equity fall close to or below the amount needed. This plan should be approved
by the board of directors and updated regularly.

Principle 16: Custody and investment risks

4.31

4.32

An FMI should safeguard its own and its participants’ assets, and minimise the risk of
loss on and delay in access to these assets. An FMI's investments should be in
instruments with minimal credit, market, and liquidity risks.

For purposes of paragraph 4.31, SC shall have regard to the following key
considerations:

(a)

(b)

(©

An FMI should hold its own and its participants’ assets at supervised and
regulated entities that have robust accounting practices, safekeeping
procedures, and internal controls that fully protect these assets;

An FMI should have prompt access to its assets and the assets provided by
participants, when required;

An FMI should evaluate and understand its exposures to its custodian banks,
taking into account the full scope of its relationships with each; and
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(d)

An FMI's investment strategy should be consistent with its overall risk-
management strategy and fully disclosed to its participants, and investments
should be secured by, or be claims on, high-quality obligors. These investments
should allow for quick liquidation with little, if any, adverse price effect.

Principle 17: Operational risk

4.33 An FMI should identify the plausible sources of operational risk, both internal and
external, and mitigate their impact through the use of appropriate systems, policies,
procedures, and controls. Systems should be designed to ensure security resiliency and
operational reliability and should have adequate, scalable capacity. Business continuity
management should aim for timely recovery of operations and fulfilment of the FMI's
obligations, including in the event of a wide-scale or major disruption.

4.34

For purposes of paragraph 4.33, SC shall have regard to the following key
considerations:

@

(b)

()

(d)

(e)

An FMI should establish a robust operational risk-management framework with
appropriate systems, policies, procedures, and controls to identify, monitor and
manage operational risks;

An FMI's board of directors should clearly define the roles and responsibilities
for addressing operational risk and should endorse the FMI's operational risk-
management framework. Systems, operational policies, procedures, and
controls should be reviewed, audited, and tested periodically and after
significant changes;

An FMI should have clearly defined operational reliability objectives and should
have policies in place that are designed to achieve those objectives;

An FMI should ensure that it has scalable capacity adequate to handle
increasing stress volumes and to achieve its service-level objectives;

An FMI should have comprehensive physical and information security policies
that address all potential vulnerabilities and threats;
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Q)

9)

Access

An FMI should have a business continuity plan that addresses events posing a
significant risk of disrupting operations, including events that could cause a
wide-scale or major disruption. The plan should incorporate the use of a
secondary site and should be designed to ensure that critical information
technology (IT) systems can resume operations within two hours following
disruptive events. The plan should be designed to enable the FMI to complete
settlement by the end of the day of the disruption, even in case of extreme
circumstances. The FMI should regularly test these arrangements; and

An FMI should identify, monitor and manage the risks that key participants,
other FMIs, and service and utility providers might pose to its operations. In
addition, an FMI should identify, monitor and manage the risks its operations
might pose to other FMIs.

Principle 18: Access and participation requirements

4.35 An FMI should have objective, risk-based, and publicly disclosed criteria for
participation, which permit fair and open access.

4.36

For purposes of paragraph 4.35, SC shall have regard to the following key
considerations:

(a)

(b)

()

An FMI should allow for fair and open access to its services, including by direct
and, where relevant, indirect participants and other FMIs, based on reasonable
risk-related participation requirements;

An FMI's participation requirements should be justified in terms of the safety
and efficiency of the FMI and the markets it serves, be tailored to and are
commensurate with the FMI’s specific risks, and be publicly disclosed. Subject
to maintaining acceptable risk control standards, an FMI should endeavour to
set requirements that have the least restrictive impact on access that
circumstances permit; and

An FMI should monitor compliance with its participation requirements on an
ongoing basis and have clearly defined and publicly disclosed procedures for
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facilitating the suspension and orderly exit of a participant that breaches, or no
longer meets, the participation requirements.

Principle 19: Tiered participation arrangements

4.37 An FMI should identify, monitor and manage the material risks to the FMI arising from
tiered participation arrangements.

4.38

For purposes of paragraph 4.37, SC shall have regard to the following key
considerations:

(a)

(b)

(©)

(d)

An FMI should ensure that its rules, procedures and agreements allow it to
gather basic information about indirect participation to identify, monitor and
manage any material risks to the FMI arising from such tiered participation
arrangements;

An FMI should identify material dependencies between direct and indirect
participants that might affect the FMI;

An FMI should identify indirect participants responsible for a significant
proportion of transactions processed by the FMI and indirect participants whose
transaction volumes or values are large relative to the capacity of the direct
participants through which they access the FMI to manage the risks arising from
these transactions; and

An FMI should regularly review risks arising from tiered participation
arrangements and should take mitigating action when appropriate.

Principle 20: FMI links

4.39 An FMI that establishes a link with one or more FMIs should identify, monitor and
manage link-related risks.

4.40

For purposes of paragraph 4.39, SC shall have regard to the following key
considerations:

@

Before entering into a link arrangement and on an ongoing basis once the link
is established, an FMI should identify, monitor and manage all potential sources
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(b)

(©

(d)

(e)

()

(9)

(h)

0

of risk arising from the link arrangement. Link arrangements should be designed
such that each FMI is able to observe the other principles in this report;

A link should have a well-founded legal basis, in all relevant jurisdictions, that
supports its design and provides adequate protection to the FMIs involved in
the link;

Linked CSDs should measure, monitor and manage the credit and liquidity risks
arising from each other. Any credit extensions between CSDs should be covered
fully with high-quality collateral and be subject to limits;

Provisional transfers of securities between linked CSDs should be prohibited or,
at a minimum, the retransfer of provisionally transferred securities should be
prohibited prior to the transfer becoming final;

An investor CSD should only establish a link with an issuer CSD if the
arrangement provides a high level of protection for the rights of the investor
CSD’s participants;

An investor CSD that uses an intermediary to operate a link with an issuer CSD
should measure, monitor, and manage the additional risks (including custody,
credit, legal, and operational risks) arising from the use of the intermediary;

Before entering into a link with another CCP, a CCP should identify and manage
the potential spill-over effects from the default of the linked CCP. If a link has
three or more CCPs, each CCP should identify, assess and manage the risks of
the collective link arrangement;

Each CCP in a CCP link arrangement should be able to cover, at least on a daily
basis, its current and potential future exposures to the linked CCP and its
participants, if any, fully with a high degree of confidence without reducing the
CCP’s ability to fulfil its obligations to its own participants at any time; and

A TR should carefully assess the additional operational risks related to its links
to ensure the scalability and reliability of IT and related resources.
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Efficiency

Principle 21: Efficiency and effectiveness

4.41 An FMI should be efficient and effective in meeting the requirements of its participants
and the markets it serves.

4.42 For purposes of paragraph 4.41, SC shall have regard to the following key
considerations:

(@) An FMI should be designed to meet the needs of its participants and the markets
it serves, in particular, with regard to choice of a clearing and settlement
arrangement; operating structure; scope of products cleared, settled, or
recorded; and use of technology and procedures;

(b) An FMI should have clearly defined goals and objectives that are measurable
and achievable, such as in the areas of minimum service levels, risk-
management expectations, and business priorities; and

(©) An FMI should have established mechanisms for the regular review of its
efficiency and effectiveness.

Principle 22: Communication procedures and standards

4.43 An FMI should use, or at a minimum accommodate, relevant internationally accepted
communication procedures and standards to facilitate efficient payment, clearing,
settlement, and recording.

4.44  For purposes of paragraph 4.43, SC shall have regard to whether an FMI uses, or at a
minimum accommodates, internationally accepted communication procedures and
standards.

Transparency

Principle 23: Disclosure of rules, key procedures and market data

4.45 An FMI should have clear and comprehensive rules and procedures, and should provide
sufficient information to enable participants to have an accurate understanding of the
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4.46

risks, fees and other material costs they incur by participating in the FMI. All relevant
rules and key procedures should be publicly disclosed.

For purposes of paragraph 4.45, SC shall have regard to the following key
considerations:

@)

(b)

©

(d)

(e)

An FMI should adopt clear and comprehensive rules and procedures that are
fully disclosed to participants. Relevant rules and key procedures should also be
publicly disclosed;

An FMI should disclose clear descriptions of the system’s design and operations,
as well as the FMI's and participants’ rights and obligations, so that participants
can assess the risks they would incur by participating in the FMI;

An FMI should provide all necessary and appropriate documentation and
training to facilitate participants’ understanding of the FMI's rules and
procedures and the risks they face from participating in the FMI;

An FMI should publicly disclose its fees at the level of individual services it offers
as well as its policies on any available discounts. The FMI should provide clear
descriptions of priced services for comparability purposes; and

An FMI should complete regularly and disclose publicly responses to the CPSS-
IOSCO Disclosure framework for financial market infrastructures. An FMI also
should, at a minimum, disclose basic data on transaction volumes and values.

Principles 24: Disclosure of market data by trade repositories

4.47

4.48

A TR should provide timely and accurate data to relevant authorities and the public in
line with their respective needs.

For purposes of paragraph 4.47, SC shall have regard to the following key
considerations:

(a)

A TR should provide data in line with regulatory and industry expectations to
relevant authorities and the public, respectively, that is comprehensive and at
a level of detail sufficient to enhance market transparency and support other
public policy objectives;
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(b)

(©

A TR should have effective processes and procedures to provide data to relevant
authorities in a timely and appropriate manner to enable them to meet their
respective regulatory mandates and legal responsibilities;

A TR should have robust information systems that provide accurate current and
historical data. Data should be provided in a timely manner and in a format that
permits it to be easily analysed.
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CHAPTER 5 REPORTING AND DISCLOSURE REQUIREMENTS
5.01 An FMI must—

(a) submit an annual self-assessment report to SC, based on the reporting template
provided in Appendix 1 of these Guidelines;

(b) report to SC any material changes to its compliance to the PFMI;

(©) disclose on its corporate website, information contained in Appendix 1 of
these Guidelines; and

(d) notify the SC of the occurrence of any event which would trigger the activation
or execution of the business continuity plan, in such form and manner as may
be specified by the SC.

5.02 The SC may undertake a detailed regulatory assessment on an FMI at any time to
assess the FMI's compliance to PFMI and verify the contents of the self-assessment
report submitted to SC under subparagraph 5.01(a).
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APPENDIX 1

FMI DISCLOSURE TEMPLATE

Responding institution: [FMI name]

Jurisdiction in which the FMI operates: [list jurisdictions, if applicable]

Authority regulating, supervising or overseeing the FMI: [list authorities]

The date of this disclosure is [date]. This disclosure can also be found at [website address].
For further information, please contact [contact details].

I.

Executive summary

This section should summarise the key points from the disclosure framework, including
a brief overview of the FMI, its participants, its legal and regulatory framework, its
primary risks, and its key risk management and other relevant practices.

II. Summary of major changes since the last update of the disclosure

This section should summarise the major changes to the FMI's organisation, services,
design, rules, markets served and regulatory environment since its last disclosure. The
FMI should note the sections in its disclosure where such changes are reflected.

III. General background on the FMI

General description of the FMI and the markets it serves

This section should provide basic, concise descriptions of the services offered and
functions performed by the FMI. It should also provide an overview of the markets the
FMI serves and the role it fulfils within those markets. Further, the section should include
basic data and performance statistics on its services and operations. An FMI should
provide, for example, basic volume and value statistics by product type, average
aggregate intraday exposures of the FMI to its participants, and statistics on the FMI's
operational reliability.

General organisation of the FMI

This section should provide an overview of the organisational and governance structure
of the FMI, including a description of the FMI's governance policies, governance structure
and management structure.

Legal and regulatory framework

This section should provide an overview of the FMI's legal and regulatory framework,
including the legal and ownership structure of the FMI, the legal basis for each material
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aspect of the FMI's activities, and the regulatory, supervisory and oversight framework
for the FMI.

System design and operations

This section should explain the FMI's designh and operations. It should include a clear
description of the typical lifecycle of the transaction process. The information should
highlight how the FMI processes a transaction, including the timeline of events, the
validation and checks to which a transaction is subjected, and the responsibilities of the
parties involved.

IV. Principle-by-principle summary narrative disclosure

This section should provide a summary narrative disclosure for each applicable principle
with sufficient detail and context to enable a reader to understand the FMI's approach
to observing the principle.

Principle-by-principle summary narrative disclosure

Principle X
Text of the principle

Summary narrative | 71is section should provide a summary narrative disclosure witf
sufficient detail and context, as well as any other appropriate
supplementary information, to enable readers to understand the
FMI's approach to or method for observing the principle.

In preparing its summary narrative disclosure for the principle, arn
FMI should refer to Section 5 of the Principles for financial
market infrastructures: Disclosure Framework and
Assessment Methodology published on December 2012 as
guidance for the points of focus and level of detail it is expected
to convey in its disclosure.

Cross references to publicly available documents should be
included, where relevant, to supplement the discussion.

Answers to This section, which is optional, should provide answers to the
individual questions | /ndividual questions outlined in Section 5 of the Principles for
(optional) financial market infrastructures. Disclosure Framework

and Assessment Methodology published on December
2012. Answers to the questions should be organised by key
considerations.
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