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Monitoring of Market Cyber Incidents 

In 2021, the world witnessed a large scale of 
security vulnerabilities and cyber-attacks, impacting 
organisations of all sizes, especially those with limited 
awareness and capability to defend themselves. Locally, 
the SC observed higher occurrences of ransomware, 
data breaches, and phishing compared to 2020. This 
demonstrated the growing challenges relating to 
cyber security and privacy protection, which further 
amplified the necessity for the SC to continuously 
engage the industry and augment the industry’s 
response and recovery capabilities.

Embracing Supervisory Technology

In line with the SC’s SupTech efforts, data analytic 
tools were developed to complement its core market 
surveillance system in the course of analysing trading 
activities. The data analytics tools are based on a 
quantitative model to support deep analyses of large 

and complex trading data and the identification of 
patterns such as potential trading clusters among 
market participants. This enabled the SC to achieve 
greater efficiency in analysing possible market 
misconducts.

For example, in order to facilitate more efficient 
oversight and monitoring of increasingly active 
trading activities in digital assets, the SC deployed  
in-house data analytics expertise to develop and 
enhance monitoring dashboards that are fit-for-
purpose in providing relevant insights and analyses 
of voluminous DAX trading data. Additionally, the 
SC also conducted engagements with the registered 
DAXs to address any trading concerns and to continue 
facilitating the development of market participants 
within the regulated digital assets framework.

The first phase of the SupTech project involved a pilot 
exercise covering fund investments. Further information 
on this pilot project is provided in Figure 6.

The first phase of the SupTech project involved collection 
of data on investments by unit trust funds from selected 
intermediaries, followed by a data cleansing process, 
which entails active engagement with the intermediaries 
to ensure cleaned and usable data for subsequent data 
modelling, visualisation, and analysis. The intended 
outcome of this exercise is to facilitate and enable the 
supervisors to have a holistic view of investments by 
unit trust funds, as well as identify potential risk based 
on identified criteria at the fund, intermediary or industry 
level.

The SC envisages that this project will be expanded to 
various other areas to gradually enhance the current 
supervisory method of data sampling and assessment 
of processes to a population-based and full-picture view 
of intermediaries’ behaviour and practices, allowing for 
timely intervention on emerging risks.
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